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1 Introduction 

1.1 About this guide

This guide describes how to install and configure the CardOS API Version 2.4.0 on a Windows machine. The CardOS API consists of the SI_PKCS11 module and the SI_CSP module. 

The SI_PKCS11 module is an implementation of the PKCS#11 standard defined by RSA Laboratories (version 2.10. PKCS#11) and allows using among others Netscape products like Navigator and Messenger. 

The SI_CSP module is an implementation of the Microsoft CSP standard (Smart Card Cryptographic Server Provider Notes, version 1.4.2, released March 17, 2000 by Windows NT Design Team – Doug Barlow © Copyright Microsoft Corporation) and allows using Microsoft products like Internet Explorer and Outlook.
Installation of these modules is required to use Siemens CardOS smart cards with 3rd party applications.

Regarding the configuration of the CardOS API, the initialization of the Siemens CardOS smart cards and in particular the configuration and setup of 3rd party applications, please refer to the “CardOS API User Guide”.

	Note: The content of this document is subject to change. Siemens Informatica isn’t obligated to notify any upgrade.
All names of companies and products mentioned are intended only to describe the installation and the use of the CardOS API. All or part of these names might be trademarks belonging to their respective owners.




2 CardOS API installation, and uninstall

For information about the list of hardware and software configurations compliant with the CardOS API refer to the "CardOS API - Release Notes" documentation.

To install CardOS API you must have Administrator privileges on the workstation.
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 Warning: Before installing the CardOS API ensure to have installed a smart card reader. Otherwise the installation may not terminate correctly.


2.1 Before installing

The CardOS API supports the highest available encryption level (128-bits). To check if your system already supports high encryption level, do the following steps:

1.
Run Internet Explorer

2.
Click on Help and select About Internet Explorer 

3.
Your system supports a high encryption level if the Cipher Strength is equal to "128-bit" as shown in Fig. [1].


[image: image2.wmf] 


Figure 1 Checking level of encryption.

In case the Cipher Strength is less than 128-bit, you need to download and install a high encryption pack. You can download and install the high encryption pack from the Microsoft Windows Update Web site:

http://windowsupdate.microsoft.com
	Note: The location of the high encryption pack download may change, so it may be required to use the Search feature on www.microsoft.com to locate the download site. 


2.2 Install

For the Installation of CardOS API, an installation wizard guides you through the procedure. The various steps of the procedure are detailed in the paragraph below.

2.2.1  Installing from the CD

To install CardOS API from the CD do the following steps:

1. Insert the CardOS API installation CD into the CD-ROM drive.

2. Click the Start button and select Run.

3. Enter  <Install dir>\setup or click the Browse button to locate the setup file. 

4. Click OK to start the installation. The Welcome dialog box is displayed (Fig. [2]). 
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Figure 2

5. Press next to continue.
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Fig. 3

6. Follow the text in the dialog boxes Fig. [3] to continue.
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Fig. 4

7. Select Program Folder and press Next (Fig. [4]) and a new window appears showing the progress of the installation (Fig. [5])
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Fig. 5

8. A dialog window (Fig.[6]) appears indicating that the installation process was successfully completed. Depending on the Operating System, you might be asked to reboot the system.
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Figure 6

	[image: image8.png]


 Warning: To stop the installation at any time, click Cancel and Exit Setup.


2.3 Uninstall

The uninstall procedure of CardOS API is very simple. First of all open the Windows Control Panel and then select the Add/Remove Programs command. In the list of all installed applications, select Siemens – CardOS API 2.4.0, and then press the Change/Remove button.

Follow the instructions of the uninstall procedure, and then reboot the workstation (if required).

[image: image9.png]=loix|

Sort by e -
s o )

See  LSEME

18

5.06MB

Sz 177MB
Sz eizE
ES

Sz 211MB
See  7.00M8

See 19.2MB
Sz 152MB
See 4.00E

ER |

e





Figure 7 Uninstall CardOS API

3 Register different ATRs

In some cases it may be necessary to change the factory value of the CardOS ATRs to different values. By default CardOS API manages only the original ATR of the CardOS M4.0, M4.01 and M4.01a smart cards (see Fig [8]), however it is also possible to extend this functionality.
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Figure 8 CardOS smartcards

To add a different ATR follow the steps below:

1. Create a new key in the Windows registry under the following path: 

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Calais\SmartCards
2. In the new key create a binary value named ATR in which you must insert the ATR value (in hexadecimal notation), and then insert a string value named Crypto Provider whose value must be SI_CSP.

3. After this operation restart the workstation, and then it will be possible to use the smart card with the new ATR.

4 Installed components

After successful completion of the setup procedure the components listed as “Released components” in the CardOS API – Release Notes documentation are installed on your system.

5 LICENSE ISSUES

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). For this reason, CardOS API stays under a dual license, i.e. both the CardOS API license and the original SSLeay license.

See below for the original SSLeay License.

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

 * All rights reserved.

 *

 * This package is an SSL implementation written

 * by Eric Young (eay@cryptsoft.com).

 * The implementation was written so as to conform with Netscapes SSL.

 * 

 * This library is free for commercial and non-commercial use as long as

 * the following conditions are aheared to.  The following conditions

 * apply to all code found in this distribution, be it the RC4, RSA,

 * lhash, DES, etc., code; not just the SSL code.  The SSL documentation

 * included with this distribution is covered by the same copyright terms

 * except that the holder is Tim Hudson (tjh@cryptsoft.com).

 * 

 * Copyright remains Eric Young's, and as such any Copyright notices in

 * the code are not to be removed.

 * If this package is used in a product, Eric Young should be given attribution

 * as the author of the parts of the library used.

 * This can be in the form of a textual message at program startup or

 * in documentation (online or textual) provided with the package.

 * 

 * Redistribution and use in source and binary forms, with or without

 * modification, are permitted provided that the following conditions

 * are met:

 * 1. Redistributions of source code must retain the copyright

 *    notice, this list of conditions and the following disclaimer.

 * 2. Redistributions in binary form must reproduce the above copyright

 *    notice, this list of conditions and the following disclaimer in the

 *    documentation and/or other materials provided with the distribution.

 * 3. All advertising materials mentioning features or use of this software

 *    must display the following acknowledgement:

 *    "This product includes cryptographic software written by

 *     Eric Young (eay@cryptsoft.com)"

 *    The word 'cryptographic' can be left out if the routines from the library

 *    being used are not cryptographic related :-).

 * 4. If you include any Windows specific code (or a derivative thereof) from 

 *    the apps directory (application code) you must include an acknowledgement:

 *    "This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

 * 

 * THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ``AS IS'' AND

 * ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

 * IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE

 * ARE DISCLAIMED.  IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

 * FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

 * DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

 * OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

 * HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT

 * LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

 * OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

 * SUCH DAMAGE.

 * 

 * The licence and distribution terms for any publically available version or

 * derivative of this code cannot be changed.  i.e. this code cannot simply be

 * copied and put under another distribution licence

 * [including the GNU Public Licence.]

 */
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